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HIC SERVICE LEVEL AGREEMENT

INTRODUCTION

“BHawaiiGov” is the Internet portal through which the State electronically provides public
information, access to public informaton, and access to premium services.

HAWAI INFORMATION CONSORTIUM, INC. (“HIC”) has been contracted by the State of
Hawaii (“State”) to serve as the manager of “EHawanCrov.”

The purpose of this agreement is to serve as 2 memorandum of understanding with respect to the
implementation of “EHawailGGov” for the County of Kauai (“COUNTY™).

WHAT HIC WILL DO FOR THE COUNTY

This document is subordinate to the requirements stated in: (1) Request For Proposal No. 99-00, Electronic
Business and Internct Portal Provider, advestised on September 22, 1999, including all addenda; (2) HIC's
Proposal submirted on November 19, 1999 in response to Request For Proposal Mo 99-00; and (3 the
Contract For Portal Manager Services between the State of Hawail and HIC, dated December 29, 1999 and
effective January 3, 2000, as the same is amended from time to time. In the event of a conflict between the
provisions in this Service Level Agreement and the foregoing documents, the provisions of the foregoing
documents shall control.

Among the responsibilities, dutes, and obligatons of HIC in these docutments are certain tasks,
functions and services that HIC has agreed to provide to each govemment enaty seeking to
implement web applications on EHawaiiGov, that is, to create web applications by which to provide
public information, access to public information, and access to premium services. HIC has agreed
to provide these tasks, functions and services at no cost to each governinent entity.

HIC will cootdinate and wotk with the COUNTY similar to how a web-hosting provider would
work with its customer. Just as customers would use a web hosting provider’s resources to publish
and disseminate their informaton, the COUNTY may use HIC to obtain management,
programuming, financial, technical, and marketing resources to help the COUNTY develop, state,
host, and promote expanded citizen acuess to existing information or wansactons wWithout ¢Xpense

to the COUNTY [RFP at section 4.01.d].

A list of some of these tasks, functions and services is attached as attachment “A.” Since this list is
not intended to be exhaustive, if a government endty requires tasks, functions and services not listed
on attachment “A,” an inquiry should be issued to HIC and the Access Hawau Comumuttee.
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IMPLEMENTING WEB APPLICATIONS ON EHAWAIIGOYV

To initiate the implementation of a web application on EHawaiiGov, the COUNTY must wotk with
HIC to prepare 2 Statement of Work document for the web application. Since the Statement of
Work is the document that describes the purpose and scope of the proposed web application, the
COUNTY is strongly encouraged to collaborate with HIC on this document. Statements of Work
so developed are subject to approval by the Access Hawan Committee.

oo B

Generally, this Statcrnent of Work document should set forth the following:

Qverview

Subordinate to Service Level Agreement

Purpose Statement

Overview of Current Process (current business process, current technical environrment,

legal/ statutory/ regulatory issues)

o om

LB e Ry TET T
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Scope Statement
Technical requirements including but not limdted to:

a description of the functional and design requirements;
user interface requirements,

operational flowcharts;

software descriptions;

network accessibility mlormation,

interactve elements;

information-capturing capabilities;

browser and platform compatibilities;
¢-COIMUNErce requirements;

audio/video formar requirements;

linking structures;

databage seeding requirements;

applicable standards (e.g., HTML, XML, etc.);
screen and file layouts;

security requirements;

general “look and feel” elements;

accessibility requirements;

performance requirements; and

copyright and ownership issues.

Delivery of Final Application '

Project Development Costs

Software Development Risk [dentification
Deliverables

Schedule Fstimates

Maintenance and Support

Fumre Software Modifications and Enhancements
Software Development Process

Change Process

Stakeholders
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Chain of Command

Statutory Fee, if any, which appiies to the setvice
Recommended Online Fee, for oversight committee approval
Sign Off

gt

2. The app]icablc dmetable for all work and deliverables.

COLLABORATION,

Successful development of a fanctional web application will require collaboration between HIC and
the COUNTY. Both HIC and the COUNTY agree to assist each other in understanding,
documenting, and implementing the Statement of Work.

FINAL APPROVAL QF WEB APPLICATIONS

Final approval of any web application developed by HIC, including the decision to publish the web
application, rests with the COUNTY.

COMFLICTS

In the event of a conflict between HIC and the COUNTY, the parties shall first attempt to resolve
and otherwise work out the conflicts. In the event the parties are unable to resolve the conflict, the
matter shall be brought to the Access Hawaii Commuttee.

Understood and agreed.

(

Dan Morrison

General Manager .
Hawaii Information Consortiu.n;/ ] Date: §-/2-95"
7

(RAM -JM/A/«L/%J’}#DS”

Michael H. Tresler
Director of Finance
County of Kanai Pate:
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ATTACHMENT A

Introduction.

"HIC has agreed to petform certain tasks, functons, and services foF each government enuaty
seeking to create web applications by which to provide public information, access to pubhcl
information, and access to premium services. HIC bas agreed to provide these tasks, functions and
services at no cost to each government enaty.

This document lists some of these tasks, functions and services. Since this list is not intended to
be exhaustive, if 2 department requires tasks, functons and services not listed on Attachment A, an
inquiry should be issued to HIC and the Access Hawan Commuttee.

General Description of EHawaiiGov.

EHawaiiGov is an internet portal, that is, a web-based front-end by which a person can gain
access to public information and services (e.g. themes, functions, organizations, events, SErvices,
transactions), using guidebooks, icois, directoties, tutorials and other tools.

The portal makes it easier and more convenient for businesses and citizens to navigate, locate,
evaluate, select, roirieve and manuge public informadon resources, services and programs on e
Internet, to commupicate with selected agency officials, and to utlize a vadety of electronic
transactions offered online by state government. [RFP at section 5.04.¢]

For actual and prospective visitors to our State, EHawaiiGov acts as a teference and referral
service, providing online tools that make it easy for the public to recerve information from the State
via the Internet. For example, EHawaiiGov will provide links to existing information and websites
that highlight varous aspects of Hawaii’ s history, culture, religions, government, travel, recreation,.
community and economic life. [RFP at section 5.06.a].

What is the difference between the State’ s original Internet home page and EHawaiiGov?

The State’ 5 distrbuted web enterprise is based more upon agency organization than by
functions. For instance, if a business wanted to know which forms it must complete to do business

in the State, the business would be required to access the various websites for several different
government agencies,

In contrast, EHawanGov is orgamized and based on a ' citizen centric’ approach. Thus, using
the example above, EHawanGov will have a single web link that will provide easy central access to
the requested information that would otherwise require interaction across multiple agencies and
even different levels or branches of government. [RFP at section 5.04.d].
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What will HIC do to assist State Agencies?

Provide a Consistent User Interface. HIC will develop a user interface that is consistent.
actoss all services. This user interface will be widely accessible, facilitate ease of learning and
use. [RFP at secton 5.04.1].

Ensure Accessibility Via Popular Browsers. HIC will ensure that EHawaiiGov 1s
accessible via popular browsers such as Microsoft’ s Internet Explorer and Netscape ’ s
Navigator. [RFP at section 5.02.a].

Cootdinate On an Intexr-governmental basis, HIC will work closely with other levels of
government, federal and local, to agpregate sexvices or information in an integrated way with
State online content. [RFP at section 5.04.¢].

Provide Search engine integration. HIC will ensure that search engines will integrate
across both EHawaitGov and agency websites. [RFP at secdon 3.04.g].

Facilitate Access to Existing websites, HIC will provide guidance on what types of
directories or tools for navigation should be implemented to make existing state information
and access to new dara and services more user-trendly, cohestve, and understandable.
Individual state agencies will sull have control over the design and content of their on
websites, but EHawaiiGov will be linked, and provide an easy to use front-end to the many
websites and web-based information sources that already exist. HIC will work closely with
state agencies upon request to help ensure that all state agency’ s web pages use the same
types of methods for navigation, searching, and presentation of information, [RFP at section
5.06.b]. '

Provide customer service help. HIC will provide customer service help to usexs of
EHawaiGov services, both online help capability and telephone support. HIC will also
provide a help desk that will meet the needs of non-subscribers as well as Subscribers
without additional charge to users. [RFP at section 5.07.a}.

Provide Training and Reference Materials. HIC will provide training and reference
material for distribution to current and potential users, and government informaton
providers, [RFP at section 5.07.c].

Conduct customer satisfaction surveys. HIC will pentodically conduct customer
satisfaction surveys and for determining the level of use, acceptance, and ease of use of

services, [RFP at section 5.07.b).

Provide secuxity and authentication services. HIC will provide the following security
and authendeation services:

Provide the ability to execute secure, authenticated, two-way transactions;

Version $4/21,/2004

7 of 10



e

12/712/2885 @A7:51

8AR5a7T4218 EHaWAT TG0 PaGE

HIC SLERVICE LEVEL AGREEMENT

Implement date-time stamp and an audit trail for identifying all network security
breaches and attempted breaches;

Prohibit users from accessing data or computer facilities unless such access wete
expressly approved by the participatiag agency and HIC;

Maintain and ensure data integrity and users’ confidenaality and privacy;

Address issues such 23 misuse or fraud including resolution options;

Accommodate scheduled and unscheduled inspectons, by State personnel or
designees including law enforcement personnel, for sk assessment of nerwork

SECULILY;

Ensure implementaten and maintenance of standard security gudelines, protocols
and procedures; : .

Report any comptomises of nerwork secunty such as intrusions, denial of service,
spoofing, etc.;

Mainuaiu logs docuniendng ltems inciuding but not Umited to the following: users,
dates and times of access, applicanons accessed, etc.; -

Ensure full cooperation with law enforcement agencies in cases of security breaches
involving criminal and/or non-criminal actvines;

Provide activity/performance reports including but not lirnited to: types of
transactions, transaction volues, response time, web page hits, etc,;

Ensutc transaction validation and secunty;

Ensure that HIC' s employees or conrractors involved in any activity relating to this
project undcrgo backgtound checks i.nclud.ing but not litnited to Anancial and
criminal history;

Provide redundancy of svstems to ensure continuous avatability of services to all
usets;

Comply with reporting requirements,

[RFP at secuon 5.09).

Provide integration with back-end systems. HIC will integrate/interface to existing

back-end legacy databases and other dara sources in the State to extract the appropriate data
tor EHawailGov sexvices. Any computer and/ot communications hardware, software, or

Version 04/ 21 /2004
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service required to implement this interface shall be at HIC' s expense, inclusive of all oae-
time and recurting costs. Installanon of all hardware, software, and/or services for this
interface shall be coordinated with and directed by State systems support and/ot
telecommunicatons staff. [RFP at section 5.10.a}.

HIC will perform any data conversion that may be required in sorang the data from the
State’ s existing back-end legacy systems or other data sources to EHawaiiGov. All such
data conversion shall be done at HIC s expense. [RFP at section 5.10.d].

But note, however, that HIC will not manage or host the existing back-end legacy

systems or other data sources that already service the State ' s applications. {[REFD at secuon
5.10.b]. Moreover, there will usually be no direct access to the State’ s existing back-end
legacy systems and other data sources through the EHawaiiGov Internet portal and website,
or a dedicated, live, connection berween them. Connectivity would be enabled for the
duration of the data extract, and disabled upon completion. [RFP at section 5.10.c].

Provide a Data Repository. HIC will provide for the storage and the storage management
of essential data being made accessible o the public including provision for backup copies
of the data so that reconstruction of lost data does not involve the use of original dara sets.
HIC will accommodate growth in data sets added to the data tepository. All hardware and
software utllized 1n this project musi be physically located in Hawai at a Jocation to be
determined by ICSD. [RFP at secuen 5.11].

Piavide for Petformance Monitoting and Problem Resolution. HIC will provide
petformarnce monitoring and problem resolution. In addiuon, HIC will regularly perform
notmal and preventive maintenance, which maintenance will be performed at times that will
not adversely affect daily operanons. [RFP at section 5.12.a].

HIC will respond to system malfunctions, secunty breaches and diagnose and solve
problems with the network, hardware or software within two (2) hours of failure, as well as

interface with and consult hardware and software vendors to identify and correct pmblems.
(REP at secoon 5.12.b].

HIC will provide for a back-up system that will take over in the event the hardware or
software fails. [RFP at section 5.12.¢].

Gather performance statistics. HIC will develop EHawaiiGov so that it will gather
performance statistics as well as stansucs on user access. [REP at section 5.04.h].

Platform Access. If a state agency decides that direct access to its platform is desirable, and
such access s approved by the Access Hawan Committee as required, then HIC will provide
access through the State’ s wide area nerwork. Any devices added to the State’ s wide area
network must be approved and coordipated by ICSD, (RFP at section 5.02.b].
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Any time direct access to a state agency is made available, HIC will utilize appropriate
hardware and sofrware, compauble with agency operating enviropments, to enable
interactive exchange and adhere to 2ll standards, policies, guidelines and bulletins issued by
the applicable agency. [RFP at secton 5.02.¢)

Comply with Applicable Laws on Non-discrimination. HIC will comply with all
applicable federal and state laws prohibiting discrimination agaigst any person on the
grounds of race, color, nanonal origin, religion, creed, sex, age, sexual otientaton, marital
status, handicap, or arrest and court records in employment and any condition of
employment with HIC orin participation in the benefits of any program or activity funded
in whole or in part by the Srate.  [RFP at section 11.25).

Assist in Process Improvement. HIC will assist agencies in understanding how processes
and services can be improved and streamlined by deploying them as web applications, and in
fostering partering and cooperaton among agencies that deliver services via EHawan(ov.
This assistance will include proposcd processes and plans for:

Locating and re-structuring duplicate ot redundant information and
services that arc being delivered to overdapping customer bases;

Combining information Lito u4-singie sySIem (o MMpIove customer service
and raise program efficiency;

Fostering a high degree of partnering that would plan and develop online
services among agencies and berween government and HIC;

Conducting executive and management education programs to disseminate

information on lnnovative ways to use information technology to deliver
govermtnent services; and

Idendifying for a gencies sources of consulting and technical assistance
inside and outside government.

[RFP at section 5.13].
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