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SERVICE LEVEL AGREEMENT

INTRODUCTION.
“Access Hawaii” is the Internet portal through which the State will electronically pravide
public information, access to public infotmation, and access to premium services.

HAWAL INTORMATION CONSORTIUM, INC. (“ITC™) has been contacted by the
State of Hawait (“State™) to serve as the manager of “Asesss Hawail”

The purpose of thig agreement i to sarve as a mamarandimm of vnderstanding with
respedt o the unplegeatation of “Access Hawall” [or the Department of Labor and
Tndustrial Relations (“DEPARTMENT™).

WHAT HIC WILL ) FOR THE DEPARTMENT.
The responsibilities, dulies, and obligations of HIC as the manager of Access Hawaii are
zet forth in three documents:

1. The Request For Proposal advertised on September 22, 1099,
including all addenda;

2. HIC s Proposal submitted on November (9, 1999 in response to
the Request for Proposal; and

A The Contract For Portal Manager Services, effective January 3,
2000.

Among the responsibilities, duties, and obligations of HIC in these documents are certain
tasks, functions and services that HIC has agreed to provide to cach department seeking
to implement Access Hawaii, that is, to create web applications by which to provide
pubhic information, access to public information, and access to premium sorviess, HIC

has agreed to provide these tasks, functions and services at no cost to each department.

HIC will coordinate and work with the DEPARTMENT similar to how a web-hosting
provider would work with its customer. Just as customers would usc a web hosting

provider's resources to publish and disseminate their information, the DEPARTMENT
may use HIC to obtain management, programming, financial, technical, and marketing
resources to help the DEPARTMENT develop, state, host, and promote expanded citizen
access to existing information or transactions without expense to the DEPARTMENT

|[REE at section 4.01.4].

A list of some of these tasks, functions and services 1§ attached as attachment “A.” Since
this list is not intended to be cxhaustive, if a department requires tasks, functions and

services not listed on attachment “A,” an inquiry should be issued to HIC and the Access
ITawaii Commiittes.
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INITIATING THE IMPLEMENTATION OF ACCESS HAWAII,

Ta initiate the implementation of Access Hawaii, the DEPARTMENT must have 2 web
application approyved for implanentation by e Acesss Hawall Committee. Thereafier,
the DEPARTMENT must prepare a Statement of Work document for the web
application. Jince the Statement of Work is a critical document, the Department is
strongly encouraged to eollaborate wath HIC on this document.

(Generally, this Statement of Work document should set forth the follawing-;

1. A clear and detailc;d statement of the work or dehverables to be provided by
HIC and the DEPARTMENT;

Z. A clear and detailed desigm specification of the DEPAR TMENT s
expectations for the web application, including but not limited to;
a description of the tunctional and design specitications:
uzer interface requirements;
operational flowcharts;
software descriptions;
network accessibility infortnation;
interactive elements;
information-capturing capabilities;
browser and platform compatibilitics;
€~COIMITIEICE TEQUITEMEN{S;
audio/vidco format requirements;
linking structures;
database seeding requirements;,
. applicable standards (e.g. HTMT., XMT, atc ):
screen and file layouts,
Security requirements;
general “look and fecl” ¢lements,
accasaihility requirements:
perfomiance requirenents, and
eopyright and aownerghip issues.

AMSY O RTE R MO A0 o

3. The applicable timetahla for all wark and deliverables, including alpha and
Letd versions o the web application.

COLLABORATION,

Transforming a visinn and a written deseription of that vision into an actual web
application may require collaboration between HIC and the DEPARTMENT. Both HIC
and the DEPARTMENT agrea to assist each other in understanding, documenting, and

bnplementing te Statement of ' Work.,
FINAL AFFROY AL OF WEB APPLICATIONS.

Final approval of any weh application develaped by HIC, including the decision to
publish tie web applivation, rests with the DEPARTMENT.
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ATTACHMENT A
Introduction,

HIC has agreed 1o perform certain tasks, functions, and services to each
department seeking to implement Access Hawa, that is, to create web applications by
which to provide public information, access to public information, and access to premium
services. HIC has apreed to provide these tasks, functions and services at no cost to each

department.

This document lists some of these tasks, functions and services. Since this list is
not intended to be exhaustive, if a department requires tasks, functions and scrviccs not

listed on attachment A, an inquiry should be 1ssued to HIC and the Access Hawaii
Committes,

General Description of Access ITawaii.

Access [Tawaii is an intcrnet portal, that is, a web-based front-eud by which a
person can gain access to public information and services (e.g. themes, functions,
orgomizations, events, scrvices, transactions), using guidebooks, icons, dircctories,
tutonals and other tools.

By using a web-based front end, it showld he easier and more convenient for
people to navigate, locate, cvaluate, sclect, retrieve an inunage public information
resources, services and programs on the Interneat, to communieate with selected agency
officials, and to tap into a vatiety ol electronic transactions offered on-line by state
poverninent, [REP at section 5.04.¢]

For actual and prospective visitors to our State, Access Hawaii will actas a
reference and referal service, providing visilor information and tools that make it casy
for them to obtain information relative to the State. For example, Access Hawaii will
provide links to saisting wfoupation aud web siles that highlight various aspects of
Hawan = histary, culture, religions, government, travel, recreation, community and
evopoune life, [RFP al section 3,00.4].

What is the difference betyween the State” s original Internet home page and Access
Hawaii?

The State' s original Internet home page was based morc upon agency

organization than by functions. kot mstance, if a business wanted to know which forms it
must complete to do business in the Statc, the Statc’ s home page probably required the
business to access the web site for several different government agencies.

In contrast, Access Hawaiz 15 organized and based on 2 ° citizen centric’
approach. Thus, using the example above, Access Hawaii will have a single web gk tha(
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will provide easy access to the requested information (hat would otherwise require
interaction across multiple agencies and even different levels or branches of government.
e [RFP at section 5 .04.4],

What will HIC do to assist State Agencies?

Provide a Consistent User Interface. HIC will develop a user intr;rfac.n that is
consistent across all services. This user interface will be widely accessible,
facilitate ease of learning and use. [RFP at section 5.04.1].

Ensure Accessibility Via Popular Browsers, HIC will ensurc that Access
Hawali is accessible via popular browsers such as Mictozoft’ s Internet Fxplorer
and Netecape’ & Navigator, [RED at scction 5.02.a].

Coordinate On an Inter-governmental baysis. HIC will work closely with other
levels of government, federal and local, to aggregate services or information in an
integrated way with Statc on-linc content. [RFP al section 5.04.8].

Provide Scarch cngine integration, HIC will cusure that search engines will
integrate across both Access Hawaii and agency web sites. [RFP at cection
5.04.g].

Facilitate Access o Existing web sites. HIC will provide giidance on what
types of directories or tools for navigation should be implemented to malkc
existing slale information and access to new data and services more user-friendly,
cohesive, and understandable. Individual state agencies would still have control
vver (e design and content of their on web sites, but Access Hawaii would be
linked, and provide an easy to use front-end to the many web sitcs and web-based
informnation that already exist. HIC will work closely with state agencies so that
all state agency’ s web pages use the same types of methods for navigation,
searching, and presentation of information. [RFY at section 5.06.b].

Provide customer service help. HIC will provide customer service help to users
of Access Hawaii services, both on-linc help capability and telephune support.
HIC will also provide a help desk that will meet the needs of non-subscribers as
well as Subscribers without additional charge to users. [RFP at section 5.07 a].

Provide Training and Reference Materials. HIC will provide traiting and
reference material for distribution to enrrent and potential users, and government
information providers. [RFP al seclion 5.07.¢].

Conduct custumer satisfaction surveys. HIC will periodically conduct customer

satisfaction surveys and for determining the level of uge, aceoptance, and easc of
wic ol services, [REP at section 5.07.b].
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Provide security and anthentication services, HIC will provide (he following
gaeumty and anthentication servicas:

Provide the ability to execute secure, anthenticated, two-way transactions;

Implerment date-time stamp and an audit trail for identifying all network
securily breaches and artempted breaches;

Frohibit users from accessing data or computer facilities unless such
access were expressly approved by the participating agency and HIC;

Maintain and ensure data integrity and users’ confidentiality and privacy;
Address issues such as misusc or fraud including resolution options;

Accommodate scheduled and unscheduled inspections, by State personnel
or destgnees including law enforcement personnel, for risk assessment of

network security;

Ensure implementation and maintcnance of standard seeurity guidelines,
protocols and procedures;

Report any compromises of network security such as intrusions, denial of
service, spoofing, ctc.;

Maintain logs docwmenting iteus including but not limited to the
following: users, dates and times of accass, applications accessed, etc.;

Ensure full cooperation with law enforeement agencies in cases of secunity
breaches invelving eriminal and/or puy-crimingl activilies;

Provide activity/pe fonmance reports including but not limited to: types of
transactions, transaction volumes, response time, web page hits, etc.;

Ensure fransaction validation and secunty;
Ensura that HIC ' 3 employees or contractors involved in any activity
relating to this project undergo background checks including but not

lipmted to financial and criminal history;

Provide redundancy of systems to ensure continuous availability of
services to all users,

Comply with reporting requirements.

[RFF at section 3.09].
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Frovide integration with back-end systems, HIC will integrale/interface to
ayisting back-end lagacy datahases and ather data sources in the State to extract
the appropriate dala for Access Hawaii services. Any computer and/or
eomununications hardware, software, or service required to implement this
interface shall be at HIC* s expense, inclusive of all one-time and recutring costs.
Installation of all hardware, software, and/or services for this interface shall be
coordinated with and directed by State systems support and/or
telecommunications staff. [REP at section 5.10.a].

HIC will perform any data conversion that may be required in sorting the data
from the State * s existing back-end legacy systems or other data sources to Access
Hawaii. All such data conversion shall be done at HIC ' s cxpense. [RIP at

section 5.10.d].

But note, however, that HIC will not manage or host its existing hack-end legacy
systcms or other data sources that already service the State’ s applications, [REFP
at section 5.10.h]. Moreover, there will be no direct aceess to the State’ g existing
back-end legacy systems and other data sougoey through the Access Hawaii
Internet portal and weh aite, or a dedicated, live, connaction between them.
Conneetivity would be enabled for the duwation of the data extract, and disabled
npon completion. [RFP at cection 5.10.¢].

Provide a Data Repository. HIC will provide for the storage and the storage
management of essential data being made accessible to the public including
provigian for backup copies of the data so that reconstruction of lost data does not
involve the use of original data sets. HIC will accommodate growth in data sets
addad to the data repository. All hardware and software utilized in this project
must be physically located in Hawaii at a location to be determined by [CSD.
[RFP at seetion 5.11].

Provide for Performance Monitoring and Problem Resolution, HIC will
provide performance monitoring and problem resolution. In addition, HIC will
regularly perform normal and preventive maintenance, which maintenance will be
performed at times that will not adversely aftect daily operations. [RFP at section
5.12.a).

HIC will respond to system malfunctions, security breaches and diagnose and
501ve probiems with the network, hardware or sottware within two (2) hours of
failure, as well as interface with and consult hardwarc and software vendors to
identity and correct problems. | REF at section 5.12.b].

HIC will provide for a back-up system that will take over in the event the
hardware or software fails. [RFP at section 5.12.¢].
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Gather performance statistics. HIC will develup Access Hawaii so that it will
gather parformance statistics az well ag statistics on user access. [REP at section

5,04.h].

Flatform Access. If a state agency decides that direct access to its plattorm is
desirable, and such access is approved by the Access Hawaii Committec as
required, then HIC will provide access through the State’ s wide area network.
Any devices added to the State’ s wide area network must be approved and
coordinated by ICSD).  [REP at section 5.02.b].

Any time direct access t0 a state agency is made available, HIC will ntilize
appropriate hardware and softwarc, compatible with agency operatijy
environments, to enable interactive exchange and adhere to all standards, palicies,
guidclines and bullotins issucd by the applicable agency. [RFP 4 yection 5.02.c]

Comply with Applicable Laws on Non-discriminativn. HIC will comply with
all applicable federal and state laws prohibiting discrimination agaisist any person
on the grounds of race, color, national origin, religivn, creed, sex, age, sexual
orientation, marital status, handicap, or arrest and court records in employment
and any condition of cmployment with HIC or in pactivipation in the benefits of
any program or activity funded in whnole or in part by the Stata. [REP at section
11.25].

Assivt in Process Improvement, HIC will assist agencies in understanding how
processes and services can be improved and streamlined by deploying them as
web applications, sud in fostering partneting and cooperation among agencies that
deliver services via Access Hawaii. This assistance will include proposed
procesyses and plans for

Localing and re-structuring duplicate or redundant information and
services that are being delivered to overlapping customer bascs:

Combining information into a single system to improve customer scrvice
and raise program efficiency;

Fostering a high degree of partnering that would plan and develop on-line
services among agencies and between government and HIC,

(Conducting executive and management education programs to disseminate
information on innovative ways to use mtormation technology to deliver

governmment services; and

Identifying for agencies sources of consulting and technical assistance
inside and outside govemment.

[RFP ai section 3.13].
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CONFLICTS.
In lhe svent of a conflict between HIC and the DEPARTMENT, ihe parties shail first
attempt to resolve and otherwise work out the conflicts. In the event the parties are

unable to resolve the conflict, the matter shail be brought to the Access Hawaii
Commuttee.

Nothing in this document shall be deemed to alter, amend, or supcreede the provisions in:

1. The Reque;t For Proposal advertised on September 22, 1999,
ncludmg all addenda;

2. HiC’s Proposal submitted on November 19, 1999 in response to the
Request for Proposal; and

3. The Contract Tor Portal Manager Scrvices, effective Jauuury 3, 2000,

In the event of a conflict between the provisions in this Service Level Agreement and the
foregoing documents listed ahove, the provisions in the forepoing documents listed above
shall control.

Understood and agreed.

D~

Nan Morrison

General Manager
Mawaii Information Consortium Date: &= 30= 0d

ﬂﬁ»m%«

Leonani Agor
Direeto

Department of Labor and Industrial Kelations pate: SEP 1.0 2007
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